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security clearance, dismissal from Federal 
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§ Separate Federal records and personal files. 
(most will be Federal)

§ Keep Federal records as long as required by 
law & regulation. The National Archives & 
Records Administration (NARA) provides 
authorities specifying retention periods.

§ Ask your records officer whether you can make 
copies for personal files.
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1. Documentary material
Regardless of physical form (paper, electronic, 
audiovisual, etc.)

2. Made or received by an agency of  
government

3. Useful as evidence of agency functions, 
organizations or activities
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4 Did you receive this document as a result of your 
Federal job?
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4 Did you distribute this document to others?

4 Did you put the document in an agency file?

4 If not, did you still need to refer to this document later 
to conduct government business?

If any of your answers are “yes”, the document is a 
Federal record.
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§ Audio recordings

§ Photographic prints and negatives

§ Video recordings & motion picture films

§ Paper (letters, memos, completed forms, 
reports, maps, etc.)

§ Electronic (databases, e-mail, spreadsheets, 
geographic information systems, etc.)

§ Audio recordings

§ Photographic prints and negatives

§ Video recordings & motion picture films



Is my e-mail a Federal record?Is my e-mail a Federal record?

Probably yes, unless truly personal in content 
and use
Probably yes, unless truly personal in content 
and use



Can I delete e-mail?Can I delete e-mail?
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• Do I have authority from NARA to delete 
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• How does the agency keep important 
email—electronically or in paper files?

• How does the agency  capture the whole e-
mail record—the transmission data as well 
as the content of the message?
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time periods for each of the types of records in 
your office.  You can arrange to have access to 
your records after you leave government.

§ Your “permanent” records will eventually be 
transferred to NARA, where they will serve as a 
record of your public service for historians, the 
public, and perhaps even your grandchildren.
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§ Consult your agency’s records officer

§ Consult the NARA web site (www.nara.gov)

§ See the NARA publication:  Documenting Your 
Public Service

§ Ask the advice of your agency’s legal counsel, 
historian, inspector general, and information 
security officer.
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